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Troubleshooting and Resolution of Blue Screen
Issues with BMC2/BMCD Devices

v’ Summary
Notes
v The blue screen crash occurs due to a handle conflict in CemCCID.sys (Access Violation).

v" The problematic driver may be preinstalled or pushed by Windows Update without explicit

installation by the user.
v" Solution : Remove Gemalto Driver

Affected Driver:
Gemalto_GemPCCCID_64bits_v4.2.2.0.msi and associated files such as CemCCID.sys.

Method 1: Uninstall from Programs and Features.

Remove the Gemalto_GemPCCCID_64bits_v4.2.2.0 driver from the system via Programs and Features

or Device Manager.

X After rebooting the PC, connect the device and check if the blue screen occurs.

Control Panel » All Control Panel lters » Programs and Features w

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Organize *  Uninstall

MName Publisher Installed On Size Version

{0 Gemalto GemPCCCID 64 bits v4.2.2.0 Thales 71042025 176 KB 4.2.2.0 i
G Google Chrome Google LLC 7/9/2025 138.0.7204.100
& Microsoft OneDrive Microsoft Corporation 7/9/2025 420 MB  25.110.0608.0002
=] Microsoft Teams Meeting Add-in for Microsoft Office Microsoft 7/8/2025 84 MB  1.25.18202

& Microsoft Edge Microsoft Corporation 7/8/2025 138.0.3351.77

[ xT 222 mHofL A AFABF 7/8/2025 001.011.009

= Bl ZL2E Microsoft 365 & - ka-kr Microsoft Corparation 7/4/2025 16.0.18925.20138
ﬁTouchEn nxWeb_32 RaonSecure Co,, Lid. 7/2/2025 123ME  1.0.0.9

[m IBIOSDevices Driver v1.0.0.2 IBIOS 6/5/2025 1.0.0.2

W Suprema_Fingerprint_Scanner_Driver Suprema 5/30/2025 1.0
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Method 2: Uninstall the Driver via Device Manager.

1) Device Manager — View — Select Show hidden devices

& Device Manager = O *
File Action | View Help
oo || - Devicesbytype

Devices by connection

Devices by container
Devices by driver
Drivers by type
Drivers by device
Resources by type

Resources by connection

Show hidden devices

= Customize...
m Mice K

[ Monitors
I Metwork adapters
E¥ Other devices
W Ports (COM & LPT)
= Print queues
] Processors
By Security devices
[3 Sensors
& Sart card readers
& Microsoft Usbecid Smartcard Reader (WUDF)
!‘ Software components
I Software devices
i Sound, video and game controllers
?:n Storage controllers
E3 System devices
§ Universal Serial Bus controllers
§ USB Connector Managers

A v v vV vy v vv Y vvY vy Y v v

R R N

Displays legacy devices and devices that are no longer install

2) Please delete all instances of "SIM Pro Smart Card Reader" under Smart card readers.

X Perform the same procedure for all "SIM Pro Smart Card Reader" entries.

& Device Manager = a *

File Action View Help
ol 4 =]

> [ Portable Devices

> & Ports (COM & LPT)

> [= Print queues

> I} Processors

> Wy Security devices

> [3 Sensors

5 [¥ Smart card filters

~ Smart card readers
Ezio Generic
Microsoft Usbecid Smartcard Reader (WUDF)
Microsoft Usbecid Smartcard Reader (WUDF)

Uninstall Device *

SIM Pro Smart Card Reader

Microsoft Usbeeid Smartcard Reader (WUDF) —
Microsoft Usbeeid Smartcard Reader (WUDF)
Microsoft Usbccid Smartcard Reader (WUDF) Waming: You are about to uninstall this device from your system.
Microsoft Usbecid Smartcard Reader (WUDF)
Microsoft Usbccid Smartcard Reader (WLDF) 8 Attempt to remove the driver for this device.
4 Microsoft Usbccid Smartcard Reader (WUDF)
SDu s S Ce [ Note: Driver may not be removed ff it is still in use by other
SIM Pro Smiart Card Reader Update driver devices. Use the Devices by driver view to manage drivers
> [ Smart cards | Uninstall device separately.
> !* Software components
> | Software devices Scan for hardware changes Cancel
> W Sound, video and game contro )
> Sa Storage controllers Properties
> mm Storage volume shadow copies
5w Storage volumes
> @ System devices
> § Universal Serial Bus controllers
> Universal Serial Bus devices
>

§ USB Connector Managers

Uninstalls the driver for the selected device.
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Method 3: Uninstall the Command

1. Open CMD in Admin rights
2. pnputil /enum-drivers > all_drivers.txt
3. Open all_drivers.txt and search for all Smart card readers entries.
4. From the list, only select entries where:
- Original Name: gemccid.inf
- Driver Version: 4.2.2.0
5. For each matching entry, copy the Published Name and delete it using:
- pnputil /delete-driver <Published Name> /uninstall /force
example) pnputil /delete-driver oem272.inf /uninstall /force
Published Name: oem272.inf
Original Name: gemccid.inf
Provider Name: Thales
Class Name: Smart card readers
Class GUID: {50dd5230-ba8a-11d1-bf5d-0000f805f530}
Driver Version: 03/25/2025 4.2.2.0

Signer Name: Microsoft Windows Hardware Compatibility Publisher

6. Restart the system
7. Connect the BMCD device and check:
-If the Blue Screen error still occurs.
- If the Smart Card reader is visible in Device Manager and in your application.

Connect the BMCD & BMC-2 device and check for the Blue Screen error and also Check Smart

Card reader in Device Manager and in your application.
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v" Note

Xperix

Using the default CCID driver provided by Windows does not cause any issues with smart card reader

functionality.

For users who previously installed the Gemalto driver, please download and use version 4.1.4.0 from

the link below:

[Download Gemalto CCID Driver v4.1.4.0]

v Important Information

e When using the Windows CCID driver, the device name appears as:

& Device ;\.ﬂanager
| File Action View Help
e | DB HE =B EXE

]

X

~ % JAEMIN-DT
» i Audio inputs and outputs
» If Audio Processing Objects (APOs)
> ) Bluetooth
> [ Computer
> Disk drives
> I Display adapters
> M Fimware
» F#a Human Interface Devices
> =@ IDE ATA/ATAP| controllers
> Keyboards
> [ Mice and other pointing devices
» [ Monitors
> I3 Network adapters
> K7 Other devices
> B Ports [COM & LPT)
» = Print queues
» [ Processors
» By Security devices
» [0 Sensors

~ |4 Smart card readers
n Microsoft Usbccid Smartcard Reader (WUDF)
> W Software components
> [ Software devices
» If Sound, video and game controllers

s G Storane controllers

e When using the Gemalto CCID driver, the device name appears as:

& Device Manager
| File Action View Help

s DE HD & B EXE®

(m]

X

v & JAEMIN-DT
> i Audio inputs and outputs
> q Audio Processing Objects (APOs)
> @ Bluetooth
> [ Computer
> s Disk drives
> [ Display adapters
> BE Firmware
> ) Human Interface Devices
> *m IDE ATA/ATAPI controllers
> &3 Keyboards
> g Mice and other pointing devices
> [ Monitors
> [ Network adapters
> E? Other devices
> @ Ports (COM & LPT)
> = Print queues
> I} Processors
> By Security devices
> [ Sensors

v |4 Smart card readers

. SIM Pro Smart Card Reader

> M Software components

> [ Software devices

> W Sound, video and game controllers
5 S Storae controllers
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v

Prevent Automatic Reinstallation of Problematic Driver via Windows Update

Even after uninstalling the problematic driver, Windows Update may automatically reinstall it during
future updates. To prevent this, please refer to the batch script provided below, or download and run
the .bat file from the link we shared.

Note: This batch file must be executed with Administrator privileges.

Batch Script to Block Installation of Specific USB Device by Device ID

@echo off
: Disables echo to prevent command lines from being shown in the command prompt

set DEVICE_ID=USB\VID_08E6/&PID_3480
. Sets the device ID of the target USB device to block

reg add "HKLM\SOFTWARE\Policies\Microsoft\Windows\Devicelnstall\Restrictions\DenyDevicelDs" /v 1 /t
REG_SZ /d "%DEVICE_ID%" /f

: Adds the device ID to the DenyDevicelDs list in the registry

reg add "HKLM\SOFTWARE\Policies\Microsoft\Windows\Devicelnstall\Restrictions" /v DenyDevicelDs /t
REG_DWORD /d 1 /f

: Enables the DenyDevicelDs restriction policy

echo.
= Prints a blank line for readability

echo.
- Another blank line

pause
: Pauses the script so the user can review the output before the window closes

You may also download the .bat file here and run it directly on your PC.

Make sure to right-click and select “Run as administrator” when executing the file.

This policy setting prevents the specified device from being automatically installed through Windows

Update or when connected to the system.
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